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- Cyber Security Board Report .Demo .

- Date: 2020-07-03
Demo . Issues by category (139 vulnerabilities)- o

. Priority Issue i Count
o CRITICAL® Server Vulnerailiies- 2
+C (51/100) | 172.16.0.45

- Data breaches' Collected 1125 days ago . 172 16.0.56°
There are 6 email breaches, of which 2 are crilical. You have accepied no email breaches. 15:28, 03 Jul 2020 ~ CRTCAL pan Pors™
“The most recent breach was December 2021.¢ “ 172.16.0.8

17216015

+Web certificates and encryption’ . Domains (98 identified) < 17216045
There are 14 web certificates that pose a non-criical securty threat, You have accepted no securty threats. = CRITICAL® Breached Emails~ . Data breaches« .
No data from the previous month. abiink nz b.0emo.aegis-ew.com: d demo.aegis-gw.com- ) Company | Dateof )

Sbiink = c demo. asgis-cur.com” HIGH" Server Vulnerabilities Email Address B : ched Breached Information-
Inthe pasi three have issues. sosish o [EiEn
ablink nz demo aegis-ew.com- 172.16.0.8 2017-05-

Open ports.2 PRI prery e 1721607 conococ] @d.demo. aegis-ew.com<iZomatoe 7o Email addresses, Passwords, Usemames«|
There are 14 server addresses with open ports, tatalling to 57 open ports. There are 3 server addresses with ablink online c deme.aegis-ew.com:’ 1%:2 g g - 2019-09- Email addresses, Passwords, Phone
critical open ports, iglallipg to 3 crifical ports. You have accepted no open ports. ablink yourorder b demo aegis-ew.com= 17216042 ooococt @d.demo. aegis-ew.com-Zynga« 010 numbers, Usemames<
o data from the previous month. bmail.nz.b demo. aegs-ew.com - 17216013 bo20.02. Email addresses, Job fitles, Names,
e st e P A S abmail.nz.c.demo. aegis-ew.com- 172.16.0.55. scoo0c0c] @d. demo. aegis-ew.com-dba1 51dde " Phone numbers, Physical addresses,

P by pen b abmail.nz. demo.aegis-evr.com- 172160742 ‘Sorial media profiles
. Server vulnerabilities®s ﬂmﬂ': "Zlf“a"‘d“ acgis-evi.com- HIGH" Gpen Ports- Email addresses, Employers, Geographic
abmail oline ¢, demo aegis-sw com= -
There are 33 server addresses with vulnerabilies, olalig to 263 vulnerabites. There are 2 server _ 17216.0.2! . 2018-07- Hocafians, Job fitles, Namss, Phone
addresses with Cical vuinerabittes, otalid 10 92 cifical vinerabilbes. You have accepled no abmail yourorder b demo. aegis-ew. com- 1721603 reoo0coB@d demo aegis-ew com:iApollo- 23 numbers, Salutations, Secial media
vlnerabifics. access & demo acgis-ew.com” 17216041 profiles
3 adverts.c demo aegis-av.com- 1721606 - -
No data from the previous month. g _ 2021-12- Email addresses, Names, Partial credit
api b demo.asgis-evi.com- 1721607 conoco@@d demo. segis-ew.com- ElexBioakers’ bae car data, Passwords, Phone numbers-
Inthe past three months there were 30 server addresses { api & demo aegs-evi com- 17216043 018 07 Tyatoe o Bt Emmail 2 0
3 autodiscover b demo aegis-ew.com: 172.16.0.21 demo.aegis-ew IGM2022Updates - Dales ., Email addresses, Names,
vin appears in i Most Dangerous Weaknesses.« 172.16.0.52 25¢ Phone numbers, Physical addresses-
c.demo. -
« Notes: autodiscover.d.demo. aegis-ew.com- T
1. The counts in each section are of non-scceptediss BUOGISCOVer, & Gemo 26giS E.Com= 17216.0.72 - .
audited and deemed secure or otherwvise not a con 5 demo aegis ev com™ 2160375 E2 Web certificates and encryption .
Active port data. Only including prir collecions wil beta.c demo aegis-v com™ e Domain™ T Grade] Protosol”
ity data. Only including pior collec b Gemo aegis e com™ 72160607 Dlink 2 b dermo. acgis-ow.com 7216063 A MS12 1513
zagz"m"::‘;"::f;‘:“"-ww 12:: g ?; ablink Nz c.demo. asgis-gw.com 172160610 A0 TLS1Z 15130
060 369 - alink Nz demo. aegis-ew com= 17216031 A= 1512, 1L 137
[chipofie.c. demo.aegis-sw.com-= 17216.05° -
(T dermo asgis e com™ TP IE 075 ablink Nz 1.0emo aegis-ew.com= 17216067- A= 1512 15137
[deiivery b.demo.aegis-ew.com- 7216.0.74°
[Gemo. acgisw com™ 3160720 il
|dev.b.demo.asgis-ew.com- 7

|dev.c.demo. aegis-ew.com

[6-demo asgis-ew.com-

[exchanges & demo aegis-ew com-
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ServerMame _default_

FEfAv B A EEZTHIBALE T, BN

Deny fram all
</Location>
ErrorDocument 403 "Direct IP address browsing is not allowed."
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ErrorDocu t403 "Direct IP address browsing is not allowed."
SSLEngin
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Apache DEREIFIILERELET,
R, REI2FILEMTFOunTnNTT

Jete/httpd/conf/httpd.conf (CentQS, RHEL i &)

Jetc/apache2/apache2.conf E1zld [etc/apache2/sites-available/000-default.conf
(Debian, Ubuntu 72 &)

{FAER A BT IP 7 B L ANDT o0 2 i

T2 )L ROEERA R ORDEERBIILET.

<VirtualHost *:80>
ServerMame _default_
<Location /=
Order deny,allow
Deny fram all
</Location=>
ErrorDocument 403 "Direct IP address browsing is not allowed."
</VirtualHost>

DA

ServerName _default_: IP 7 RL-ACHTHUIIA MEF v o F IO EERA k.
<Location /> Z0OW9T. $ATOFICAEESLET,

ErrorDocument 403 E#REL T, BEBCET IS —AvE—IF DAY,

1285, HTTPS(R— 443 TEARICHRTET DHENEDET ¢

<\irtualHost *:443>
ServerMame _default_
<Location /=
COrder deny,allow
Deny fram all
</Location=>
ErrorDocument 403 "Direct IP address browsing is not allowed."
SSLEngine on
SSLCertificateFile /path/to/your/certificate.crt

S5LCertificateKeyFile /path/to/your/private.key
</VirtualHost>
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