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=&, JL—F (A-. B, C, D, E, £El3F) Z#f593%. Bhici@EmhiHiichsigs, A+ 1 DOELSIC
DL —ERIE T+] BN5T 518805 5.
BEORRT T, @EDA~FIL—EFEERALRWV. COB&IE. TMJL—F GIBZE0F—) 1P
ITIL—R (U FEEEENMEESNTLRY) | EWSRBZHAWS. SAENEEINTLRVNES, B
Bh3EENEGFTTIVT ZBIRTEZ SN H D2, EEOTPFIVFTr EREIEETIIHLR
DET., COLSIC, H—/GIHAZORMTIEROERERESNICFHEL TEVGRIL —FEH5T 5.
ChEEDH—NOTFIUFTr RREIBETERLSCRSB.
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C KK

m—XEW CHIFD. U—/GEAET L — RFHl/R- > b

. s
b —)GIREO L —RICDWT
[AEGIS-EW] 833, Y—/GIRESD L — FEHiiAR- > bR DZF D EHD
(285t : https://www.ssllabs.com/ )
1 GIEBE&OEDN QY —/JGIBEEARICEH/HENT VNS RFAA VRERRAL A EDHBERE
2 e z

@Y —/GIBEENICEH N TV RIREAOED
@HCEBAY—/GIRETH S HOER
2 HEET0ORULOYR—MRR H—/ERENEE L TWSESET O M ULICDWTOFHERER
TG RiR H—JGEAELWE L TWSEER7 LI XAICDWTOER
4 BE7ILIVLAWIRRR H—JGHAELIE L TWSEESEZILOU XAICDVWTOER

B —XEWEHIFD. U—/GEAET L — RXOF7YUITXS

Y —JGIREI L — RICDWT B
TAEGIS-EWI [£H115. H—/GIAE/ L —RIXOAF U ES I TDESD
[BE] ZXAFES TL—F | "E
1 score >= 80 A
2 lSCOI‘e >= 65
3 .score >= 50 C
4 ‘score >= 35 D
> score >= 20 E
6 score < 20 F
7 B M EBEEOF—N GIBEER EAL SENES)
8 L T MESMEESNTLARL (HESBAENE)
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3—-5 HTTPAYS
BHTTP AWA & (&

HTTP AWA &(F. HTTP DUOT A NEZNICH TS HTTP LR ZDHCEEN
BEZEDSEND1DTT. HTTPISAT7> b (TSHHRE) & Web H—) UhSE(E
ZITOBRCHEBIRIBIRMNMEINESNTLE T,

RHTTPAY 4 & (T ? e | shesim |

HTTPAW A &I, HTTPOU T A METNICHTBHTTPL AR ADOHRICEFTNEZIEZRDSS
D12, HTTPOZSAF > b (TS595EE) &Webb—)(hEERTS RICHERFRNISAS
F (AR

—PIE LT, ROEOHSS, TR
« HTTPL AR RA1—R POST /search.html HTTP/1.1¥r¥n
GREOEDPER. T5—1—KHaxhTua) Conpection: keepealivosrin
cIRA g Content-Length: 38¥r¥n
. j;“;t;%?é Cache-Control: max-age=0¥r¥n

- TS, -
- cookieAT—H R P

* Z I*U—E)ﬁ(:f;ﬁ??a'lﬁiﬁ HTTPH—/{
hsoEikE, HTTPL AR X
EET BRCHARBIHAESNT NS, e oy
> T, AEATNTWSZ &BEICIEAEEETETERN. Date: Tue, 11 Jul 2017 09:23:07 GMT¥r¥n

Content-Type: text/htmlI¥r¥n
Transfer-Encoding: chunked¥r¥n
Connection: keep-alive¥r¥n
¥r¥n

(BF. HTMLAF )

e, HTTPAYA(C(E. TFaUFrAwv4S — (CSP: Content-Security-Policy,
HSTS: HTTP Strict Transport Security 72&) EMEENS Web —/NETS 177> b
(Web IS50H) BOBEZRZR(ITDIEODIBERNEENTULET,
CNSHAREBULTVWRIBEICIE. XSS (UOXYA "ROUTF 4 >40) A
MITM(Man-In-The-Middle: FEAEZRBIRNE) 22 T °I </EDFT,
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CRRB 5

BHTTP AW RESEMHE & (&

14— X EW Tld. Web B—/)NETSOUHEODBEICHNT, REUTWDHTTPtZ
FAVFANANVIOBELZHERZLUET., RELTWLWB HTTP EF 21 UFAAVIHNEE
FRBEICIE. BT RAA DT EIC—EEZERRUET,

BRI —232FANIBIFB HTTP AY S —fEssttRE

Flz. 1—SREWRRML—23>F XTI HTTP EF 2 UFTAAY ST DREZE
BREITDIEITTRL, HTTPAYH (CHEIFTDIIRT —TUBOREZENZREZS 1
SL—>3a>UThrEMteERRELUET.

WS ADH -
WEEIZ. HU—)HhSOUITIRERCH LT, MEECHIUEZEHTTPAYS ] &

BAWBC EICIDREDORIEMR (CERUETD,

RHTTPAY S IRESIE L (FMh ? (ERRI | it
KEHE, H—I\—DBSOUHISTAMERICHULT, ERICIMTIUEHTTPAYA] ZHWSCE
[CEDKZEOHIRMEICERYT 3. B&NICE, RoEHD.

- O F—IBHROMTAICLBDITTYSI > EORD

FBOHTTPIRT « ZEAT B (CNIC LD FHRABRULEBESH DY bADOUS 1 L2 hialEE)

OMITEHTTPUOI IR b FES—)NCEE

MILEHTTPUSTR k Py

GET

edirect=/userpaged0dvoaset- e

Cookie:%20sessionid=98 3 —66 4

HOST: sample.com d ® _ .

HTTPOSA P> b HTTPH—/X
-_— - . .
MTHECETNSA—IEANTESDSessionidEEA.| LIMIENEHTTPUIIZA LAY S CBISHTTPL ARV A EES
Ty a>ERORMDRDITILETSSELTVND HTTPL AAZR
HTTP/1.1 302 moved Temporarily ¥r¥n

Server: nginx¥r¥n
Location: /userpage¥r¥n
Set-Cookie: sessionid=983 —66

&l :
HTTPAYABEAICEZEYS T >
sessionidh’FET BBEEFEYSa V2RSS TULES

75y A—HEELECookieldEDEREAEN. Zekd ]

NSv v (Y3 >EOmD)
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w1 —>X EW TO Headers a4 BEImDR A

[Issue by category| MIEEMS [Headers] Z0Uw O U TGEIRUET,
®Priority HESSMHERARIE DX 5>
@Http headers ReSSMHEREZIT D ITHERD HTTP AW S 1ER

Fifaea | SV
B AEGIS-EW_ET®DHeadersiess I EIEmDRS
Headerskss It EIMORBA RO EHD
Al Breaches  Web certs Ports @  CVEs @ Dpomain P Missing o]
Prody Count 17216063 content-
’ 27 ew.com ::::w
— =
tmnsi:n-
=3
i
HEH EL
1 Priority MESETEERIEDE S ICriticall THighl TMiddle]l TLowl $&U' &HESSMEEREOH
2 Http headers MESEHAEETO EBROHTTPAY S5

m [Issue by categoryl #TI(E. ZMESFERLNEDOEM [> 1 Z20UvIFTBEIC
KoT. BESMERANE(CSENDI YT RAA D Z R I D ENTIRETT,
MESSEX D EICEEND YT RAA AR REINE T,

m AEGIS-EW_ETDHeadersh#ssHEmD RS SN | BB
lTIssue by categoryl {RTld, EEFELAIILOER VI Z2UvI93Z&CEOT, AEMBELAN

WIEEEND YT RAA > &ERT D EhialEs

All Breaches Web certs ©@ ader Ports €@ CVEs @

DOHESEEL NI TRER 4 % L com
r VJ Ea IJ ‘y a ablinknzb.demo.aegis-ew.com

ablinknzc.demo.cegis-ew.com

3 - ablinknzdemo.aegis-ew.com
®Eﬂﬁ5§ ﬂZﬁ: t tLﬁ' ablink.nzf.demo.aegis-ew.com
*na -U-j“ I{x ,1’ ‘Jh{i ablinkonline.c.demo.aegis-ew.com

ablinkyourorder.b.demo.cegis-ew.com
® access.edemo.aegis-ew.com
apib.demo.aegis-ew.com
bringgtracker.b.demo.aegis-ew.com
ddemo.aegis-ew.com
dev.c.demo.cegis-ew.com

RENBD
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3-6 PORTs (B—EXKR—K)
mR— b &ER— B RFv >

Y hID—=OLTH-EXZEEITDVI DI 7ICE. [IR— K] EFENSDIEEIC
RusnsBZOzNM U TTOoNEd. /R— MEESTEESINTS D, T—EXZiRMH
IBYI DI T EICEBEDESHEIDHTENET, (T ITA)L NEEHR)

WBE(G. MEHEDHDIT—/\ZRDIFDEHITR— FRAFv > EVWSFEZANE
g_o

R— RRF V> Eld RBICT—5%%D TH—ERRBRREN S SHET BT &
7,

H—EXRZRHITDVI bDT VT ECEBDR— hESHH D, BETROY—-EXZ
BFEITDIENTEFT,

2P, h— b XFv BRI BEICARESN TV —EXR— MNIWUT, IEFEE
ET—AEEDTVDIEHOBETATEHDDEE A

m [PORTs (U—EXUR—b) | MESSERAEEREmDOR S
@ [Issue by category] MIEEMS [PORTs] #20JUwv O UTERUET,
@ [Open ports] ([C& IP DA—T>2R— bTRENET

Issues by category
All Cloud Mail Breaches Web certs @ Hem CVEs @
Priority issue @ Ccount
, S openrorts )

T cpenrons "

Open ports

Domain Open Ports (@]
help b demo.degis-ew.com TCF. 80, 443, 2052, 2053, 2082, 2083, 2086, 2087, 2095, 2096, 8080, 8443, 8880 (1)
> photos demo.oegis-ew.com TCP: 80, 443, 2052, 2053, 2082, 2083, 2086, 2087, 2095, 2096, 8080, 8443, 8880 0
> socialdemo.aagis-ew.com TCP: 80, 443, 2052, 2053, 2082, 2083, 2086, 2087, 2095, 2096, 8080, 8443, 8880 [}]
> (O 1721605  catering.cdemoaegis-ew.com TCP: 80,443 1]
TCP {low confidence): 164 hidden.
gueste.demo.cegis-ew.com TCP: 53, 80, 443,853 (1]
UDP: 53
> autodiscoverbdemoaegis-ewcom | TCP: 443,993
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C KK

I EbNPIFLVR—h—E

A—FES/JORIL Y—EXRE | HbhPIE

|&ﬁlﬂﬁ|?§f’#‘iﬂﬂﬁ|

AES &GRS
rootO~f >(DEIE. FEBASZEERAUZEROES.

2 TeP SSH "Ry mTEmf- FESOREEEE
25 TCP SMTP h SMTPs(port 465)MDAI %=L
53 UDP DNS X ZRIFAE, AELRDDNSH—E R EEIET 5 &
80 TCP HTTP e HTTPS(port 1 —3)DFI %z EE
110 TCP POP3 th POP3s(port 995)D#I a5
123 UDP NTP h 2l [=HAA
143 TCP IMAP4 h IMAP4s(port 993)MFI = ikl
1—3 TCP HTTPS h IEEOWebFEE>Webt — E X
465 TCP SMTPs th A—)LXEFB(SMTP over SSL)
587 TCP Submission th SMTPs(port 465)D#F A% L
993 TCP IMAP4s s IMAPH:A D X —J LS (IMAP4 over SSL)
995 TCP POP3s h A—)L52{EF(POP3 over SSL)
BB ABIEE IR — h—EE
o HEifieRAe | $RPESHER
m SHEBAABAEE Ik R — h—ES ]
A—FES O3 b—Ex# fablRE [Cid
20TCP,UDP [FTP-data BA  FTPH—ERZRIUT, SFTPADBITZHE
21TCP,UDP FTP BA |[FTPE—EXZBUT. SFTPADIBITZHEE
23TCP Telnet BX Telnetbb—EXZHUT. SSHADBITEHER
67TCP,UDP  |BOOTP R AU —EREHT, IPSectHRALTO D)L U —ERELTHREZE R
70TCP,UDP  Gopher Gl
79TCP,UDP  Finger X Fingero—EXZEU T, ML — TIPS OUNEZ ZHE
111TCP,UDP  SunRPC h
137-139TCP,UDP  NetBIOS X ABFY—ER T IPSect AL TO— ALY —ER & LTI T IR
512TCP,UDP  Rexec(TCP),biff(UDP) X RexecH —EX#E U T, SSHADBITEIHESR
513TCP,UDP  rlogin(TCP),Who(UDP) X AT —ERLET. [PSecERALTO— LT —EXELTHRBZIHER
520UDP Router h
1080TCP SOCKS o
2049TCP,UDP  |NFS A AU —EREHT, IPSectHRALTO—H)LH —ERELTHREZEHEE
4000TCP,UDP  Terabase Gl
6000~6063TCP,UDP X Window System h ABFH— PR T IPSect AL TO— ALY —ER & LTIHRB T IR
7070TCP,UDP  |ARCP ] h
8080TCP H'I‘I'E Alternative th
Services
26000TCP,UDP  Quake R
27910TCP,UDP  Quake2 h
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3 -7 CVE (3iEhess MR+ )
m—>RXEW (CHITD CVE BESDDAE
[Issue by category| MIEEMS [CVEs] Z0Uw O U TERLUET,

il | RE

m AEGIS-EWICE T B CVERERAZE (1)
AEGIS-EWICHITACVEEBSHEIERBULEUBOIRAEICDODWTIEROESD

Issues by category

@ [Issue by categoryl @
BAHMS., [CVEs] &iER

All Mail Bredaches Web certs @ Headers Ports €@

Priority issue @

> Server Vulnerabilities 2
> Server Vulnerabilities 8

> Medium server Vulnerabilities 29

QEmEARAIC [Server vulnerabilities] HN&ERSNFET .

FHifEHEA | 1R4EERER

mAEGIS-EWICHITBRCVER:RAZE (2)
AEGIS-EWICHITACVEBSZIER LI MBOATAEICDODWTIERDESD

OEmEmARIC [Server vulnerabilities] h&¥ExRah3.
F = RE, TNENOHEEDERERDESD
T O 1 IP B FRAA (THEVWEIPP LA
2 Domain IPPZ RLANSDNS#EBIEUE BAL £
Vulnerabilities [&851EMD—&,
Found BH, CTTRIDOOFTAZEITOTWS
OleBEHRIET>>>THS [OpenVasl BERLE
3 NVT (Network Vulnerability Tests) TH&I&&EE
hrEB
[NVTs-A****¥ | TRREND.
. = @CVEICED<FA+
o == [CVEs-YYYY-****| TRmand
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WIRESNIZCV EDDIAE

JVN iPedia [HE39M4Ex5RIBIHRT —5R—X ] (https://jvndb.jvn.jp/)
(CTHRER - DFHEIEET T,

sefren

B CVEZF—& UICHRsS ISR 75 i
WSS 1R HTY —ILEAWT, CVERSERRBUEMEOMISEICDNTIHROESD

AEGIS-EWM 2 =CVEs: 2014-4078
Stepl. https://jvndb.jvn.jp/ #%BI<
Step2 CVETHHKIS CVE-2014-4078 &AFS (CVE- EZEEULTAA)
Step3 MBFTFER T, JVNDB-2014-005399& %D
Stepd4 IJVNDBICFHIRERMRIEBHEENTNS

X2H. PR [1—YEBDS AT AOAZR] ERBIHEBETIIFHICSRULARN

XIZPH., RAML—23>FAMEEMIBDCEICKID CVENEET Bz, 71—
AEWARERKML—23>F X NEME, v a1/R—REDCVEBFSICIYIRALT—Y
ILZEBRED EFHARREINE T,
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3-8 CLOUD
mCSPM (Cloud Security Posture Management)

CSPM (Cloud Security Posture Management) (&. 75D RRIE(CHITBzF+1
FTAMRIAFv— (BFa2UTo DIRRE) 2B, BEfR. EITDcH0TOLRZHEL
FI., NICKD. ITTRAZITSOFREDERDHFTRET DY XTSI EF
RU., UR(CIHNITDENTEET,

= —

CSPM (E. AWSt° Azure. Google Cloud I ED I T RS —EXICHITDRES
iEss Mtz BEMN (CIRE L. ENSDURIZER/IMET DIEHICHEIRT IS 3> 7R
ZUFET, NICKD. BEFTSTO RY—EXDEENMEM(CRDAERFT, &+
AYUFTADRANTSOF7 1 RTADTEERZEHRI DI ENTEET,

m CLOUD 32K

41— EW @ CLOUD E2lffrld. 1 —XEWARRZNL—23>F X MFDOHENBIEE
T9, 2024 £ 4 AR Tld Amazon AWS. Microsoft Azure. MZETHBIEET.
Google Cloud EERFETI .

CLOUD #Z#rld. U570 RERDTF 1 U T v IREZ 21ER (CFHE - S2ii 9 528Dtz
FAUTATERAAS NY=ILTT . HBICUTORSIBENTERSINET,

- T2 YUST o 5l

c VHADY MOFERS BF21UFTADRART S 071 ] (TRED TV Hh R
- BENREFIUTAURDIDER

- TF 2 VT A EREOMea Rt

- HE O 2 U IRY S —AOERR 2 R

- ZEFRE (CIS. HIPAA. GDPR7RE) ADEERUVRIL 2 54

- BBDISDOIEFT > RUNE

REB. CNSDREEF. AWS DIFE. T Amazon (CK D TR (CEFRI SNTZEEHE
DHEZIEITD LD CERET SN TLE T,

FUL(E T URLZZTSEBRLTZS0,

https://aws.amazon.com/jp/security/penetration-testing/
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Ciﬁwﬁ%
B Amazon AWS 751 UF 1 ZIiESESE
QP v aR—RICOTA %, BT RAABIUEREIRLTLIZEN,
. A

Log out

@

Demo

139 vulnerabilities 51 @
98 domains identified
Collected 1417 days ago

@RI, [Configure] Z0UwoULTLIZEL\,

O A E O | S Home Admin Help v

Demo

139 vulnerabilities N No cloud data I
98 domains identified
51 >

Collected 1417 days ago Active port data

15:28,03 Jul 2020 UTC v o
Active WAF data
I M REACH WEBCERT HEADER RT GV

socx v [a] = ()
. Hs

Issues by category

All Mail Breaches Web certs @ Headers

Ports @ cVEs @

No issues found

Cloud findings |~ By test

by resource | (IIERED

No data available. Requires linked account
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® [Link Account] RI>ZIUwOULTLIEE0,

Configure active modules

igned to be safe it's

/e they can cause adverse effects

e D

Port scans

Vulnerability scans

Are these the active modules you want running in

the next collection onwards!

Cancel Yes, save

@DAWS A > TSR KSOFV(ICHA A2 FDI2HD AWS OTA >R—2(CHEH)

L. Amazon AWS ®77AD> MCOT A > &7 TLIZELN,

OJ+1>93&. AWS CloudFormation 279 3L DEESNET.

RP. COFHAI> MIE. AWS CloudFormation MFEfT. X4 w2 DYERK. Role M
YER%. Read-Only Policies DAERNDEFRI SN TVDIREMNSH D ET,

amazon.com

aws

Sign in

@F:;zz;z:;ermalper(urmstasksreqmnng Welcome to a new
world of work with

Amazon Q

Your generative Al-powered

Root user email address assistant designed for work
that can be tailored to your
businesss

O IAM user
User within an account that performs daily tasks.
Learn more

Next

By continuing, you agree to the AWS Customer
Agreement or other agreement for AWS services, and the
Privacy Notice. This site uses essential cookies. See our
Cookie Notice for more information

Learn more >

Create a new AWS account

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved. English ¥
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BAWS CloudFormation O3&EZ1TD> TLIZSL\,

= CloudFormation » Stacks > Create stack e

Quick create stack
Template

Template URL
https://s3-ap-southeast-2.amazonaws.com/aegis-for-clients/ClientRole-CloudFormation.yaml
tack description

Creates an IAM role in this account with the read-only permissions needed to scan for security issues. Sets the trust policy so AEGIS can assume this role. You do not need to enter or change any values. Click the check-box to
acknowledge and accept this IAM role being created. Then click "Create stack”. Your next AEGIS collection will include AWS cloud results!

Provide a stack name

Stack name

AEGISEnableCloudAssess-1234-5678-Prod

Parameters

CloudFormation (&, tAHEXD BEREIEREZIFD AWS Role HEIDHTSNZB S TSR
?D Stack #tzwv b7V FULET., ZD Role (F1—RX EW (CKD TDHHI7It1ZX0]HE
TY, CNICEKD., 1—XEWRICOT 1 VEHRZEFRFIT D LR AWS 12T

SARSOFvZEIAFVOITRICENTETET ., BB, COBEMEICT CloudFormation
TRITSNDIREDHBEIERS. VERSNDRIVIDZEIZZEETCETET,

FE
CCTlE NSA=FD)—ZvS 3> ZZEBURNWTLESEL., CN5ZZETD
E. U OMIBRKBUET,

®HEE FEFTRIO-ILLTLSES0,

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ClientCompany
DO NOT CHANGE. Used by AEGIS to identify and assume the IAM role.

‘ 1234-5678

LoginUser
The user who made the reque

‘ esample@demo.com

SystemName
Y0 NOT CHANGE. Used by AEGIS to identify and assume the 1AM role

‘ Prod

Permissions - opti

Specify an existing AWS Identity

1AM role - optional

1AM role name v Sample-role-name v

Capabilities
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@7O>F h&E#+. 'T acknowledge that AWS CloudFormation may create IAM
resources with custom names'EEMMNEF TV IRV IR ZO v OULTLEZE
LYo

®X(C [Create Stack] =20 UwoLTLIEE0,

Capabilities

The following require ilities: [

This template contains Identity and Access Management (IAM) resources. Check that you want to create each of these resources and that they have the minimum required permissions. In addition, they have custom names. Check
that the custom names are unique within your AWS account. Lear o]

] 1 acknowledge that AWS CloudFormation might create IAM resources with custom names. _

[ Cloudshell  Feedback

@AWS 771> kD CloudFormation 20> 3 > (CEELZE T . CloudFormation H'
BHOTEREO Stack ZER L TWLWB C EEMEERL TS IESV), Stack T 9D &, #%
BOFTVIN—IE ERRZ T AFRREINET,

Rk U Tz Stack DU OB ENE T, Ffeo COFTZBHCT. 1 —XEW Sy
SaAR—RICERBCENTEFT,

UEDUDOEEZRITOIZEICEKD, 41— X EW DREEKRD AWS F+1 U5 7RU
S AFVTEDLIICIEDET,

AEGISEnableCloudAssess-2-3-
Prod

© CREATE_COMPLETE

2024-05-18 11:45:12
UTC+1200

2024-05-1811:45:11
UTC+1200

2024-05-18 11:45:07

LinkCloudAccountsTrigg

CreateExtraReadonlyPoli

c ks > AEGISEnableCloudAssess-2-3-Prod ® X
2-3-Prod
™ Delet Updat Stack actions ¥ H Create stack v
Stack details [ Stacks (5) c
Stack inf Event: Resources Output: Parame: ters Templat Change set Git sync - new
Dri Q_ Fitter by
tacks:
Filter status
Export Events (11
Active v | @ View nested N
1 Q se @
New
Stack Timestamp Logical ID Stat Detailed status Stat
2024-05-18 11:45:24 AEGISEnableCloudAssess
UTC41200 -2-3-Prod
2024-05-18 11:45:23 CreateExtraReadonlyPoli o ==
B ; UTC+1200 7
(© CREATE_COMPLETE

Resource creation

Feedback N UTcs1200 o s Initiated
2024-05-18 11:45:06 LinkCloudAccountsTrigg @ N
2024-05-09 113755 UTC+1200 er s
(© CREATE_COMPLETE
2024-05-18 11:45.05 CreateExtraReadonlyPoli @ CrE N RES
UTC+1200 oy S
2024-05-18 11:45:04 AEGISEnableCloudAssess . MPLETE
. UTC+1200 Role
© CREATE_COMPLETE 2024-05-18 11:44:46 AEGISEnableCloudAssess © CREATE_IN Resource creation
UTC+1200 Role s nitiated
2024-05-18 11:44:45 AEGISEnableCloudAssess © Cre N SRES
4 1357:4: UTC+1200 Role S
CREATE_COMPLETE
© 2024-05-18 11:44:42 AEGISEnableCloudAssess (D) CREATE_IN_PROGRES
User Initiated
UTC+1200 -2-3-Prod s
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B Amazon AWS 731 U5 o Z2ItkaE
AWS TIIUTOZMZERMUET .

OL— 710> bEFE]
IAM (ZBFDIL— bT7HDT> BT F B/ \— BRI 77 MFA (Multi-Factor

Authentication) OBEMEZH#EBLE T,
e am Ensure only hardware MFA is enabled for the root account critical 1 (1]

Risk The root account is the most privileged user in an AWS account. MFA adds an extra layer of protection on top of a user name and password. With MFA enabled when a user
bsite they will k rompted for their user nome and password as as for an authentication code from their AWS MFA device. For Level 2 it is recommended
it be protected with only a hardware MFA.

signs in to an AW

that the root accol

Recommendation: Using IAM console navigate to Dashboard and expand Activate MFA on your root account.

us-east-1 <root_account>

[CloudTrail DBE#E]
£ —>23>(CHFD CloudTrail DBEYIREEZZRILE T,
v cloudtrail Ensure CloudTrail is enabled in all regions high 17 (4]

orded information includes the identity of the API caller; the time

Risk: AWS CloudTrail is a web service that records AWS API calls for your account and deli
of the Al ; the source IP address of the API caller; the request parameters; and the

g files to you. The r
§ returne

Recommendation: Ensure Logging is set to ON on all regions (even if they are not being used at the moment.

ap-northeast-1 010

- 010
ap-nortl 010
ap-south-1 010

ap-southeast-1 010
ap-southeast-2 010
ca-central-1 010
eu-central-1 010
eu-north-1 010
010
010
010
010
010
010
010
010

(VPC D+ VT« JIL—THE]

VPC (Virtual Private Cloud) (C&33F T4 bEFa1UT o JIL—THRERERE
ZHIBRLTNBIHZFIT VO U, VPC JO—DOJREERDEERY —=3 > TOREGHE
mULEI,

[~ O -2 Ensure the default securlty group of every VPG restricts all traffic ngh 17 ©

Risk Even having a perimeter firewall, having security groups open allows any user or malware with vpe access to scan for well known and sensitive ports and gain access to

instance.
Recommendation: Apply Zero Trust approach. Implement a process to scan and remediate unrestricted or overly permissive security groups. Recommended best practices is to
narrow the definition for the minimum ports required

ap-northeast-1  sg-
ap-northeast-2  sg-
ap-northeast-3  sg-
ap-south-1 sg-
ap-southeast-1 sg-
ap-southeast-2 sg-
ca-central-1 sg-

eu-central-1 sg-

-north-1 sg-
sg-
sg-
sg-
5g-
sg-
sg-
2 sg-
us-west-2 5g-
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(S3 DRI OEXTOYJ]
Amazon S3 (CHIFBD/\TUYoO7oA DT Oy UiEEZ#RLE T,

v 3 “heck S3 Ac unt Level Public Access Block

Risk: Public access polic may t

Recommendation: You

[CloudWatch 1 X2 875 — L5%7E]
BERQUTFIVT A AR MW TBD7S5—LE (IAM:Identity and Access

Management) /RUS—ZE, JL— 77 HT> hOFERA. API OARIEFARE) ZEH)
NICFTVIUET,

v [ows/010 clo gr configuration changes medium 1 (4]
Risk Monitoring unaut s detivit
Recommendation: It is recommended that a metric filter and alarm be established for unauthorized requests.
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m Microsoft Azure tF+1 U5+« ZMMETESE
O AwvIaR—RCOTA>%. Azure 7HOD NEEIFRIDIRAAMHBTUERT
wIULEY,

@ AV aR— RHiERRSNEZES [Configurel #2Uw 2 UEY,

O AE(}'S Home Help v

287 vulnerabilities Cloud data

2 domains identified
26 Collected 21 days ago Active port data l
& Active vulnerability data - -
05:49, 18 Feb 2025 UTC w cLouC SREACH WEBCERT HEADER  PORT
Active WAF data
DoCx v | @ Possibly blocked

® Config BIAINERRENET, [Linked Accout] Z0UwIUET,

Configure active modules

Active modules interact with your systems in an
intrusive manner. They can only be run with
authorized consent. Although designed to be safeit's
possible they can cause adverse effects.

Cloud scans linked accounts =

Port scans

Vulnerability scans

WAF scans

Are these the active modules you want running in
the next collection cnwards?

Cancel Yes, save
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[Linked Accout] 2w 293D E. Azure DOTA > R—J(CRELET,

BERIC, Azure 1 2 IJSANSOFvICHA2A2ULET,

BY Microsoft
Sign in

|E7'1a' or phone

$30)

Can't access your account?

Back Next

Cg Sign-in options

HEDRIBLEUTCRET D] (CFTvIZf[MiTEd. TDRE.

[AGE] 20U wv oL

£9, COTHAI> NI MBI - (7o REZLGSL. BIRXOUT>3>nD
X A—TTHAHMOERERZZ O U TRIERMBETT, COUOTOLRICK
D. AEGIS - Early Warning System MO O RA>ISAMSOFvEAFT VTS

DELDEIEDFET,

B® Microsoft

@ AegisCloudAssess
-

ZOy T HER I AT

1)

v Sign you in and read your profile

%‘Eﬁﬂ)ﬁﬁtb(lﬁn’i@%

Frotil

BREINTWST77EAEFH

COFIVERERTHIUEEIENBDFT . COFTUNE
HCEBESDHETUTIE . S5 HIEHR

v B7EUT Azure Service Management (7712233 (J1r

/ Maintain access to data you have given it access to

INBOFIEAEFRIERST ANGIEE. B—EARIBRNET (-
[CRIS 3B TIEEAN TV BN ZOFP TN T —I={ERT 3Lz
a9 alERERLET . BREITIEHOFBRUADULINNEITT
[CFOTRBENTVER ho CNEDT7IEAFFRIE
https://myapps.microsoft.com TEECEFT, FHEOFTR

ZOFTIEEDLLNEBONETH? TESTTRE TS
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@ COUIICKoTamADEIREICIRDIEBEO—BNRIRESNET ., [FKE] &0
Jw2OUZEY,

ERENTVS7IERFFA

DY 21—

@ AemsCIoudAssess
:

COTPIVT—33(E, Microsoft FEIEHEFIROFAMIC
SOTRAEENEBOTIESHNFE AW

Oy TITHER YA

" Read directory data

" Read your organization's policies

v Read all users' authentication methods

\ Signin and read user profile

BRI CO7TIHEBAOINTOI - F-DEBEDIY-RICFIE
ATERLDCRNET ., INBOVIEAFFalDMERE DB AT -2,
1 -H-(CFFERENFLEA,
CNBOPICRFF 2T AN LR U~ AFIBARNET 34—
[CRAZ2EBATIEEAN TV BLEDICCOY TUNT — YB3 B L EET
Blg 2272 EHLET . EREITOIRDOFIBRNAOVIINEITT

[CEOTRBESNTVET A INEO7IEREFRE]E
https://myapps.microsoft.com TEET&FY, FHOFTR

COF7TIEFEHLWEBDONETH? CEATIRECTEN

® BEEEZB(CKID, U2D7%T ERRESNET,

< C 8 linkaegis.azurewebsites.net/api/handle_admin_consent

Account Llinked successfully:
Tenant: f86502cd-c43a-4407-
Subscriptions linked: [’ 5af89681-3bt7-474t-9079- ]
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® 1—ZXEW (CEEFRUEAXA—IL7HD> MC. Info@omnisciencesolutions.com
KD, Azure 7HO> REDY D OFTTA=ILNEEET,
CNICE>TYUIONETUET,

Hi
Your cloud subscription is linked, and a new scan has been run.

Please wait up to 24 hours for your results.

Please do not reply to this email. To get in touch, email us at enquiries@aegis-ew.com.

Kind regards,
The AEGIS Early Warning System Team,

Omniscience Solutions.

COPYRIGHT®© 2025#0<3RFAZEAT FUTURE RESEARCH INC. X fRMfdr#izt U FE 7, 37


mailto:Info@omnisciencesolutions.com
mailto:Info@omnisciencesolutions.com

C KK

48 A—>RXEWERBE

4-1 BEEBEDSIR

O MHEEE] 20 J)vIUTIEE0,

QSR UZVFHERZERLTOUYIULTLES0N,

@F v am— A BRUCABHOER CTRRSN. BERBRZSRTEFI,

FEAERAA | $RAESEA

mAEGIS-EW(-f—>X - EW) DashBoardi##EsREA(4)
BHgiERmULIET —ZEBIC REERE] 2OVUYIT S5 ETHERTES.
Chickb, SEN2HECOEREMNSC &b

Collected 62 days ago

Future Research Inc.  Future Ref
0315,20 Jan 2023 v

Select collection
D 17,12 Jun 2022
0315 20 Jan 2023

@ MFAEH] ZRRLTIOUY D

Chic kD, BECZHUICRERT —7Z 2Rk,
EDQVURIEESHMUIZM] HESaTE

@ MREEE 20Uy o

4 -2 LiKR—botH

@ TLIR=bEH] OTNIIAZa1 -5, T7AIIUEREERLTZE0

@ [Fo>0O0-R] RFI>EZOUVOULTLIZEN. TSIOPIEEDSYI>O0—-RIA
JLAIC. [Datal [Board Report] 2FEDT 7 A ILHMRFESNE T,

HifinsRed | RV

mAEGIS-EW(-f—< X - EW) DashBoard#sE5REA(4)
LR— hiniss

Demo Future Research

13
51 ' 2

B sctvepordaa
Ac /I

® TLIR— b1 RIZOTNIIDAZI -5, BEBLIZWIR— I 71 ILERERR
@ 99>0—F1 RI>EIVUYDI, TJPAILDBRESNS.
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4 -3 {EEERDHUAHEE (Accept the risk R 424F)
OMESSHEDIEIEZITOE, ZHIP - RXA> - CVE - IR—bZ2oUwOIL TSRS
@ TAccept risk] Ry T 7w ITHRRENET,

® [Yes,accept] MI>ZHULTLIZEEV, ZEHIT DU ITHNENMEENET,

Refresh 220w U9 3 EHEAD T ICRBRENET

- , A | IR
BAEGIS-EW(A—3 X - EW)UXRX VL EB=ZEE(3)
(@Refresh® 42 1) w4
@ = MW I F1 R =
) nE
- L] ]/ = £ = L
ﬁm = ©
| T TRERTCLBAECT
XFEDIT YT AR ELLED
XEaFMAaL. 51-69(CTFE
MessEEEZEEEL, WEREITEET
R EEERUEEIC, ZMEBEBOUAVE®mMbUET B, BHEOWMEELTS,. (15
g;;éégﬁganmsgm*ﬁj OH =

4 -4 EZERORVWEIEICDNT

1EIE UTTHESs DB LIAHEEZITD & RAOATVHEEUIBERN ERUET, 22
L. RO7DEIE(FEZET DHESTENEN D TTIZEDF D (CHIRENTVET . BmS
NIZAOT7HEEHE T BeH(IC(FBEDHRSSIEZIMDOEMNBE T . HUAHZED
HU ROAT7ZHUIAHRIICRY ZEEEEET Y,
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mESSIECRIE - R E, FHERDOEE

fesst—8 HBRAIOHRICEDEF CTOZIEEDIAY MEEH=NET,

[BDYVU/EFRIDER] 20 )y oL TV IZRRL. &BD [v ] ¥—TICXD
AA=VILEEDED E. BUIAH U TEIME UMY R ODRY T77y TRRE
nx9.

FHIEHEA | 1R4EREA

BAEGIS-EW(1—> X - EW)UXR b/ RE(E(1)

SEABTOREATOOAY MHRRINTEY, DAY MCHIDHANBEELZDET

2 N—YVIVEERICIHOTITL &, ZHDTFOMSSIHRREZ
BHBALET. BLlCHEOTHAHBEERDTT

m ERAENE, VA Eb®E
— SheUJEiess R &RD X9
Open Ports
::“_ :; 7 L Open Ports (@]
\-L.s 5001?;1 1723 o TP R0 AA43 (4]
cann © | ¥R, FREXL AL
TCP: 53,587 [=] [P 80U, 443 c (y\/ tﬁ*) G)E.lﬁgﬁﬁ
e - - HDFXJ . WindowsFldpingFIC(3
\-.,:—‘ 21,22 80,443 0 Fﬁ% bﬁb\b'—1=5§< . Eﬁﬂl
TCP: 80, 443 e FIVIDNBEERDET

[FeSSIEX D] O STHERAID [>> | 20w 033 E. YIEMEHDR SIRTEOR
BIHMERARELSNDI ST (CUIDBEDDET, [>>] ZE5—EIUYIITDE
[RESSIHEXy| HBI ST ICHIDBDDFET.

B AEGIS-EW(1—S X - EW)URIBMELBREAL(2)

YIEEZHS S S DS MR

Future Re h Inc.
Future Reseqrch INC. | Fuue fessarch > > Ea U ‘y g uture Research INC. | Futue Reserch -
0 : 51 N l I
-

£
| — e T
L= | = ; o By r— T AEREFERE .
- — SORESFERLERD
| I |
{AIDAESEED 2 7%
EE{ELIZhE,
SahDET
OMSamary® 7w
ONBICNIAEEBL &
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Wi BREE
'CVE (GHBIESSIHEIT)
— D DOWESEE BT B IeHDILEDHEIF

" CVSS: Common Vulnerability Scoring System

IPA CVSS 52BAX : https://www.ipa.go.jp/security/vuln/scap/cvssv3.html

" Common Vulnerability Scoring System Version 3.1

FIRST CVSS V3.1 5288 : https://www.first.org/cvss/v3-1/

* WAF
WAF (Web Application Firewall) (&. D17V —2 3> A\OKEZ Tzt
(C. T—HIES{EEBRAVHTTP/HTTPS BEXER - #liHl g 3+ VT« WHRFE

D—DCT9Y,
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