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- Cyber Security Board Report .Demo < Issues by category (139 vulnerabilities)- .
- Date: 2020-07-03 — -
Demo ¢ Priority: Issue i Count~
CRITICAL- Server Vulnerabiliies 20
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ablink Nz Gemo acgis-ew com” 1721500
. Open ports.2 DTk 21020 360iS BW.Com™ e, 1 oo, aegis e comezymgas 2019-09- Email addresses, Passwords, Phone
There are 14 server addresses with open ports, fofalliag fo 57 open ports. There are 3 server addresses with ablink online ¢ demo.aegis-gw.com- 172.16.0.13! 012 numbers, Usernames-’
crical open ports, {aaling '  critca ports. You have accepted no open poris ik y ourorder b, demo, a6gis-ow com™ 172.16.0.55. by20.gz. Email addresses, Job filles, Names,
No dala from he previous morth @Dmail.nz.b 0emo aegis-ev.com= 172160740 | [eoooost @d.demo. aegis-ew.com-db8151dd= b Phane numbers, Physical addresses
abmail.nz.c.demo. acgis-ev.com= RIGHS Open Poris® ‘Social media profiles~
Inthe past three 14 server have only. open ports. DALz GemD. 360 G Com” 1603 Email addresses, Employers, Geographic
- bmail.nz 1 demo.aegis-vi.com= 17216.03 5 2018-07- iocations, Job fifles, Names, Phone
. Server vulnerabilities®: * 2 -16.0. hoooooa@d demo. aegis-ew.come-Apalio . - N
SomaiL onlineC.demo. asgis-ew.cam™ 1721604 Qd g pol 230 numbers, Salutations, Social media
There are 39 server addresses with vulnerabilies, fofalling to 263 vulnerabiliies. There are 2 server _ rofiless
addresses with critical vulnerabilies, {otalling to 92 critical vuinerabiltes. You have accepted no abmail.yourorder b demo.aegis-evr.com- 1721606, P
Vulnerabilfies. 3CCESS & 0Emo. aegis-Ev.com- 1721607 _ 2021-12- |Email addresses, Names, Partial credit
) dverts ¢ demo aegis-2v com 17216.0.13. 2000002(@d deme. aegis-ew.com-Elexfiogker 236 ‘card data, Passwords, Phone numbers<
No data from the previous morth i 17216021 T Dot s Bl o T
api b demo.aegis-evi.com- g 3 ~ Dates . Email addresses, Names,
In the past three monihs there were 39 server addresses | api.o domo acgis-ow com” 17216052 pecooco@d demo aegis-eur com-MGM2022Update |, . Phone numbers, Physical addresses:
1 vuln appears in Mitus Most Dangerous Weaknesses. « autodiscover b demo aegs w com: MEALLRG -
aUlodisCover ¢ emo aegis-ev.come 7216077
«Notes: autodiscover.d Gemo. aegis-w.com- 172.16.0.7+ - Web certificates and encryption- .
1. The counts in each section are of non-acceptediiss BULDGISCOVET &.0emD. aEDiS-EwW.com™ 21607
audited and deemed secure or othenvise not 2 con b Gomo aegis evom” T80 Domain- 1P~ | Grade: Protocol-
Active port data. Only including prir collecions wil Deta c demo_acgis-ow com® = abiink nz b.demo aegis-ew.com= 17216.063 A° 'ﬁs 12, TL5 135
ity data. Only including pior collec b Gemo aegis e com™ T7216062| [ablink nz c demo asgis-ew.com= 17216061° A= T512 1513
[catering.c.demo acgis-ew.com- 17216057 [ablink nz demo.aegis-ew.com- 172.16.031° A°  TLS12, TL5 130
|c.demo.aegis-ew.com- 172.16.0.71 ablink_nz f.demo. aegis-ew.com- 172.16.0.67- A< LS 1.2, TLS 1.3
[chipofie.c. demo.aegis-sw.com-= 17216.05
|d demo_acgis-ew.com- 172.16.0 T
|defivery b.demo aegis-ew com- 172160747 |
[Gemo aegis-ew.com- 72160725 |
|dev.b.demo.aegis-ew.com= 4
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