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LPM breach could have revealed thousands of people's data



https://mirai-cybersecurity.jp/aegis-ew/aegis-ew-price/
https://www.titanium-defence.com/
https://www.afpbb.com/articles/-/3146446
https://jp.wsj.com/articles/SB10922266312659313634204583449643578613634
https://www.nikkei.com/article/DGXLASGM19H7Z_Z10C15A1FF8000/
https://www.rnz.co.nz/national/programmes/ninetonoon/audio/2018884957/technology-is-it-s-inevitable-good-enough-after-a-hack
https://www.rnz.co.nz/news/national/421363/lpm-breach-could-have-revealed-thousands-of-people-s-data

I>RI1I—Y/R5EAERE - VAR TOZMER O xkinm

eeeeeeeeeeeeeeeeee

e T>RI—YER

~ ISED/CSIRTIC &3, BEHED—IEEE
o THI NIERI TR O =

‘47’

» ARFCNIEE - VAREK
- BEBTOEE -
HR— NhVETEE

22



A4 —JAEWARY 21— ARFGEHRIE

~

C RKW5

eeeeeeeeeeeeeeeeee

i@%i?ifiﬁ%@f@‘ ‘i:L RUI1—ASA > RR5E
(& S Ny
AEGIS-EW4A v S 7 7R — RA24t v 1R— REH

AR CEEREER

C KRR

eeeeeeeeeeeeeeeeee

4 —AEWIE. BRI
IREHDAYVS 1 R—KR%E
XA THEDFET,
CNIC KD ERFEHHERIERR(C &
S TCTHEBIERMNULPT LA
EIRDODTWNET,

REAFFAN SR ENTEY v 2/R— RICKD
BISAFI—EE

IS4 FT—> A%

FRKAFTATHSIREEINZSY v 1/h— RICKD
IS/ FT—> 818

AT T SAFT—>

23



C KRR

MessiEZinh i 9 M EIRFTEMH (S ?

Copyright© 2024MRKEAFTPT Future Research Inc. XEMEFHEZECE T,




eSS TEEZRDSEHED, ERLBAICHDELRE O KK

R ZEREREL (D46
— 2022458181

« SRE(L. XIZRNE

Y

/<
==

— BB A2 I SHBEORZENMBEOHERICE T DHIE 2024F5H K DEH

eeeeeeeeeeeeeeeeee

5435)

iIEEB A E = ¢

- FBETEDHSN, ERTDELIAMNMBESND

WHRS AT LAEG

—- SBEHSEESEEDI AT LA

HES5 12 IR D& FH]

— A=Yy M - /1> FSAIFDIREIE<S., RESHIE HEHS
2 R F NEREHT R gﬁa

— HEBHEHDRFPICT. NWIBZEDH
fes9 2R E B DIRENEREND (A —SXAEWDEH, #HSHR)

SBOM®DiEH

— SIHNEE T DIWEBY —/\(C(E. SBOMIREWWHE

(BT — EXTHILEIEE

SEIER L E-f VR E

REHSBEEXERS

S > JSEELISTEF(CHLK

25


https://www.cao.go.jp/keizai_anzen_hosho/suishinhou/suishinhou.html
https://www.cao.go.jp/keizai_anzen_hosho/suishinhou/infra/doc/infra_kaisetsu.pdf
https://www.cao.go.jp/keizai_anzen_hosho/suishinhou/infra/infra.html
https://www.cao.go.jp/keizai_anzen_hosho/suishinhou/infra/doc/infra_jigyousya.pdf

C RRW5

A —SAEWDHBR—b - B—EX

Copyright© 2024#0FRKEHFTAT Future Research Inc. X EKELEZZCFE T,




ERASMIfEES'

- —>AEWHEEIASMARSSHZHT HES

1 —Z AEWDERIASMAESS 1%

(1l

S EIRXFUNTTEZHIEA

izt g DIlzHCE. BR

n\ \*"I' DE HH =
R S=NTHESSIEEZRER D

LET

XXX

R ex2y7

IS VR F =y IBBELE—}

https://www. Z3EFED F X 4 ~jp/

Y ILDiE

Web Certs (WebiilBAE)
B ZOHT KX A OEBASHMEELTOERA

Forbidden

You don't have permiss|

Forbidden

You don't have permi|

Forbidden

You don't have permi

it g

Web Certs (WebZEBRE)

B ZOYT FA R OMAELHELTVERA
RO RN B

T4 EA— AR #AERMLTHTIEZW

EEY

ties and

Y.
P

sZHhFESR

A=

XYY —hi

Z{ERk L

ASZRENCUET
ZIEER DRI Z BB TRBULZUE D,
R NETY)

[ —S REWIC & D BBIERE NS FL 7K —
XERUR : CVSS, CVE %,

]

. P

Future Research Inc.

Aadres: 193

Men-autheritative answer:

yostsuboki.co.ip

.

msA5041966"

fplmw | e )

o narne = I 2 0

1 includa; wf protection.outiook,com includa:nwhig4s2a7.powsrsof.com -ail

rSPFJ DRALFUHML, RFRE5THS.
T, EOTELEBFIG. (EREA—AAYST, IPPELABSESNSE. FOTHM)

Mail iES81E (GX{E KA >58E0E) C A KR A

mDKIM, DMARCORBHRELTND
BEREER: BDTILHFR LT, FELTWSEMNSHS

CiRUsersKusersrilookup o=t ot SN0
cwn
I

- S
Ay SRS ROTELER) feltd

T DS
THRELCEI W,
BEHLLTHYET,

BEDIFRRIEIRGCE

|dev.c.demo. aegis-ew.com

[6-demo asgis-ew.com-

[exchanges & demo aegis-ew com=

- Cyber Security Board Report .Demo < Issues by category (139 vulnerabilities)- .
- Date: 2020-07-03 — -
Demo ¢ Priority: Issue i Count~
CRITICAL- Server Vulnerabiliies 20
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. 172.16.0.56°
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- Data breaches* Collected 1125 days ago | 1721608
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Domain- Email Address- Breached Information
No data from the previous month abiink nz b.demo.aegis-ew.com 1721606 Breached~ | Breach:
172.16.0.7. 2017-05-
0 the past three nave ablink nz.c demo. aegis-ew.com> 172.16.08. hooooooc] @d.demo. aegis-ew.com-Zomato< 7o Email addresses, Passwords, Usemames-|
ablink Nz Gemo acgis-ew com” 1721500
. Open ports.2 DTk 21020 360iS BW.Com™ Mgt 1 oo, aegis e comezymgas 2019-09- Email addresses, Passwords, Phone
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abmail.nz.c.demo. acgis-ev.com= RIGHS Open Poris® ‘Social media profiles~
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- DALz Tdems. aogis-ovi.com™ 721603 5 2018-07- iocations, Job fifles, Names, Phone
. Server vulnerabilities": > 2 -16.0. hoooooa@d demo. aegis-ew.come-Apalio . - N
SomaiL onlineC.demo. asgis-ew.cam™ 1721604 Qd g pol 230 numbers, Salutations, Social media
There are 33 server addresses with vulnerabiliiies, fofalling to 2 _ rofiless
addresses with critical vulnerabilies, {otalling to 92 critical vuinerabiltes. You have accepted no abmail.yourorder b demo.aegis-evr.com- 1721606, P
Vulnerabilfies. 3CCESS & 0Emo. aegis-Ev.com- 1721607 _ 2021—12— Email addresses, Names, Partial credit
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api b demo.aegis-evi.com- g 3 ~ Dates . Email addresses, Names,
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1 vuln appears in Mitus Most Dangerous Weaknesses. « autodiscover b demo aegs w com: MEALLRG -
aUlodisCover ¢ emo aegis-ev.come 7216077
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[chipofie.c. demo.aegis-sw.com-= 17216.05
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|defivery b.demo aegis-ew com- 172160747 |
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